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Abstract — The global pandemic situation has severely
affected all countries. As a result, almost all countries had
to adjust to online technologies to continue their processes.
In addition, Sri Lanka is yearly spending 10 billion on
elections. We have examined a proper way of minimizing
the cost of hosting these events online. To solve the existing
problems and increase the time potency and cost reduction
we have used 10T and ML-based technologies. 1oT-based
data will identify, register, and be used to secure from
fraud, While ML algorithms manipulate the election data
and produce winning predictions, weather-based voters’
attendance, and election violence. All the data will be saved
in cloud computing and a standard database to store and
access the data. This study mainly focuses on four aspects
of an E-voting system. The most frequent problems across
the world in E-voting are the security, accuracy, and
reliability of the systems. E- Government systems must be
secured against various cyber- attacks and ensure that
only authorized users can access valuable, and sometimes
sensitive information. Being able to access a system without
passwords but using biometric details has been there for a
while now, however, our proposed system of ours has a
different approach to taking the credentials, processing,
and combining the images, reformatting and producing
the output, and tracking. In addition, we ensure to
enhance e-voting safety. While ML- based algorithms use
different data sets and provide predictions in advance.

Keywords— E-voting, Machine Learning, 10T, result
prediction, weather prediction, election violence prediction

. INTRODUCTION

The COVID-19 pandemic has taught us a lot of lessons during
the last two years. Due to that use of the technology has been
improved and increased in various ways. No surprise, when it
comes to governing a country and stabilizing democracy it is
also digitalized in various ways comparatively faster than
before. However, holding elections safely and upholding
democracy during the COVID-19 pandemic was one of the
biggest challenges that the entire

globe had to face. Especially when it comes to the cyber safety
aspect and e-voting. Some European and Latin American
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countries including the USA and Canada have made a positive
approach to governing and e-voting. However, In [4].
according to recent research done by Canada, they have
noticed the seriousness of the cyber safety measures that they
had to take care of when they executed. Not only the safety
aspect of the system but also the e-voter authorization and
accessing the details were also seriously taken care of. [3], [7],
[8]. Even worse, the financial situation in the country and the
considerably large amount of money that the government is
spending on executing public voting are extremely high. [9],
[10], [11], [12]. A positive result from this project will be able
to minimize more than 90% of the cost of the system we
suggest.

With this approach, it is a must to develop features to ensure
the security aspect of the system. In addition to that when
continuing this research, we should be more considerable to
focus on the cyber security aspect, user authorization with
biometric details, image processing technologies, cloud and
database safety, and ethical hacking.

In addition, ensuring to reduce the cost of paper ballot papers
and human efforts, this implementation transfers the manual
process into a fully automated process. While using E-ballot
paper and real-time results calculation. To make things more
efficient and to predict the possibilities of an election result we
have used a machine learning algorithm with a data set that
can produce the election predictions halfway through the
election. In advance, we have used weather details and tracked
them down with another data set by aligning them with the
past election results depending on the weather of different
areas to predict the possible vote counts and the public
involvement using another ML algorithm. As such, voting
violence is a common issue around the world. This system
facilitates the admins to monitor the election violence
predictability in different areas using another ML- based
algorithm.

According to previous research done in this domain, even
India has come up with a password method for e-voting [13].
However, that suggested method may cause fraud when voting
and arise problems which, apart from that as mentioned above
in [4] take huge steps to improve efficient cyber security
measures. Moreover, the suggested platform is a multipurpose
web application that is platform independent. By doing so,
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overall cloud safety and the entire system safety depend on this
research project.

Il. LITERATURE REVIEW

This section can be mainly divided into several parts
according to the different approaches that the authors have
been taken

A. 10T based System authorization and monitoring

[01] We propose a new secure authentication for an online
voting system by wusing biometric features and
steganography. A voter is asked to enter a password at the
time of registration, which is converted into a secret
message using timestamp and hashing. In this model, a
person can also vote from outside of his/her allocated
electorate or from his/hers chosen location.

[02] In October 2019 federal election promises to be the first in
Canadian history where "election cyber security” will play
a prominent role. Election cyber security can be
understood as preventing digital interference with the
main actors, institutions, and processes of elections. This
essay outlines the major election cyber security issues
facing Canada by focusing on three key actors — namely,
political parties, election administrators, and voters.

[03] An election is not a single event but rather a process. It is
thus helpful to consider the information technology (IT) of
voting in two logically distinct categories: IT for voter
registration and IT for voting.

[04] The traditional voting process is quite inconvenient
because of the reluctance of voters to visit the booth. The
huge evolution in computer technology has invoked us to
develop an online voting system that is easy, convenient,
and efficient. It is a twofold system consisting of an SMS
voting system and a website voting system. A new
approach to voting breaks the limitation of traditional
voting and focuses on the security and feasibility of
voting.

[05] U.S. municipalities and states are adopting paperless
electronic voting systems from several different vendors.
Our analysis shows that this voting system is far below
even the most minimal security standards. Insider threats
are not the only concern; outsiders can also do damage.
We suggest that the best solutions are voting systems with
a voter-verifiable audit trail that can be read and verified
by the voter.

[06] An online voting system for the Indian election is
proposed for the first time in this paper. The proposed
model has greater security in the sense that the voter’s
high-security password is confirmed before the vote is
accepted in the main database of the Election Commission
of India. In the proposed system the tallying of the votes
will be done automatically, thus saving a huge time and
enabling the Election Commissioner of India to announce
the result within a very short period.
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B. ML Based vote result prediction
[09] An online voting system for the Indian election is a
proposed model that has a high-security password for the voter
confirmed before the vote is accepted in the main database of
the Election Commission of India. In the proposed system the
tallying of the votes will be done automatically, thus saving
time and enabling the Election Commissioner of India to
announce the result within a very short period. The additional
feature of the model is that the voter can confirm if his/her
vote has gone to the correct candidate/party.

[10] In India democratic form of government is run by the

elected representatives of the common people. Voting is

important because the people participate in elections to choose
their representatives. Their objective is to design and develop

a framework for a secure online voting system in a cloud

environment by using a digital certificate secure hash

algorithm The proposed system consists of three managers
such as certification authority manager (CAM), Vote manager

(VM), and vote tally manager (TM). Though there are several

issues in implementing an online voting system, security is

one of the most important issues. The assessment of the
system is verified using properties called authenticity,
verifiability, confidentiality, accuracy, and non-reputation.

[11] In this paper, they discussed various voting systems and

their advantages and disadvantages. The primary goal of this

paper is to make the voting system multipurpose and make it
work multiplatform on any operating system.

[12] Manual voting may lead to malpractice sometimes. so
there is a need to implement an online voting system. In
this specific research, their idea is to implement an online
voting system with features like the schemes that the
specific party has implemented, based on the features we
are going to vote for. They have implemented this by
using C# as a programming language, Microsoft SQL
server 2012, and Microsoft Azure as a cloud.

[13] Every voting system, either traditional paper voting or
electronic voting needs to satisfy the required security
properties. This paper renders a survey of various kinds of
electronic voting systems with their strengths and defects.

[14] The introduction of technology into voting systems can
bring several benefits, such as improving accessibility,
remote voting, and efficient, accurate processing of votes.
In addition to the undoubted benefits, the introduction of
such technology introduces particular security challenges,
some of which are unique to voting systems because of
their specific nature and requirements.

[15] This paper seeks to discuss the issue of financing of
election campaigns within the particular social, political,
and legal context of Sri Lanka, and draws parallels and
lessons from comparative jurisdictions, with a view to
enumerating the options and considerations that must be
considered in assessing the need for a regulatory
framework.
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Weather-based voter attendance predictor using ML
To get around the issues, use a revolutionary voting
framework-based  visual analytics solution. The
framework uses the concept of a majority vote to
carefully blend the various analog technique variations in
order to effectively get the right analogs for calibration.
The technology effortlessly incorporates analog
techniques into a pipeline of interactive visualization with
a collection of coordinated views that represent the
various techniques. To assist users in locating and honing
analogs, the views offer immediate visual cues. To create
the system, we collaborated extensively with subject
matter specialists in meteorological research. Two case
examples are used to illustrate the system's efficacy. The
system's usability and value have been demonstrated by
an informal evaluation with the experts.

[17] Data at the state level from the presidential elections in

[18]

[19]

the United States (N = 761). Changes in temperature and
voter turnout were positively correlated, which is in line
with the excitation transfer theory, which postulates that
heat- induced arousal can transfer to other activities and
strengthen those activities. Additionally, a rise in
temperature was associated with an increase in votes for
the ruling party. These results contribute to the body of
knowledge about the significance of non-ideological and
non-rational factors that affect voting behavior.

Voter behavior can vary with rises in state-level
temperature, according to the first study to assess the
impact of temperature fluctuations on peaceful and
democratic political behavior. Voter turnout climbed by
1.4 percent for every 10C rise in temperature.
Additionally, people choose to support the ruling party
when the weather is warmer.

Election results and campaign contributions are impacted
by extreme weather and natural disasters. Climate change-
related weather events may have an impact on these
results by prompting people to reconsider the
environmental stance of the incumbent leader. In a short-
run analysis, we find that the number of online
Democratic Party donations rises in response to higher
weekly temperatures, with the effect being stronger in
counties with more incumbent lawmakers who oppose the
environment. In a medium-run analysis, we find that
when a natural disaster happens, the election becomes
more competitive if the incumbent is more anti-
environmental. As a result, the race is more likely to be
fought and the incumbent is less likely to win reelection.
Election results and campaign contributions are impacted
by extreme weather and natural disasters. Climate change-
related weather events may have an impact on these
results by prompting people to reconsider the
environmental stance of the incumbent leader. In a short-
run analysis, we find that the number of online
Democratic Party donations rises in response to higher
weekly temperatures, with the effect being stronger in
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counties with more incumbent lawmakers who oppose the
environment. In a medium-run analysis, we find that
when a natural disaster happens, the election becomes
more competitive if the incumbent is more anti-
environment. As a result, the race is more likely to be
fought and the incumbent is less likely to win reelection.

[20] Describe the significance and development of energy
policy related to climate change in Swiss elections over
the last 15 years. We merged information we had gathered
on the issue of energy transition—the main weapon for
preventing climate change—in party manifestos with the
findings of recent voter preference research conducted in
Switzerland. According to our research, voters and
political parties are becoming more divided over energy
and environmental issues. The populist right SVP was
mostly responsible for this development. The importance
of the issue has simultaneously increased among voters
and political parties on the right of the political spectrum.
The space in which parties fight along this dimension is
becoming more constrained as issue- owning green
parties, however, pay less attention to energy and
environmental issues while ignoring the substantial rising
trend of these issues among their core supporters.

[21] There has been a significant rise in public awareness of
climate change because of the increasing frequency of
extreme weather events around the world, the intensifying
international discussions about the need for immediate
political action to combat climate change and the
corresponding more action-oriented social movements.
However, there hasn't been any systematic study of how
this development affects behavior. We, therefore,
examine whether the current rise in climate change
awareness has primarily changed public opinions towards
environmental and sustainability issues or whether it has
resulted in sustainable behavioral shifts using Germany as
a case study. We investigated two ways that an increase in
climate change awareness could trigger changes based on
prior research: (a) directly through influencing behavioral
shifts toward more environmentally friendly purchasing
decisions or (b) by applying pressure to the political
process indirectly.

1. METHODOLOGY

Mainly the system is a fully integrated web and mobile
application-based solution that uses loT devices when
onboarding the users by taking the user credentials and the
biometric details. The system will monitor and authenticate
the users depending on different data sets when giving access
to different election campaigns. In addition, three machine
learning algorithms use three different data sets to produce
more accurate predictions on winning, attendance, and
election violence which may play a major role when hosting
and managing such events. The system uses web API to access
the DB and transfer the data from users to the DB
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This section can be mainly divided into several parts
according to the different approaches that the authors have
taken.

Figure dl: Sysiem Diagram

A. 10T based System authorization and monitoring

AAAAAAA

Figure 02: 10T Based System Diagram

According to the above diagram | am responsible for getting
the user biometrics, image details, and primary information
using a government-authorized person by using an interface
defined and allocated by the system. (Web and mobile- based).
In addition, an loT device to take the user’s fingerprint has been
developed and introduced. The details will be added to the
database. Each user will have a separate slot and data will be
stored separately. Then the users will have to log in to the
system by using their Nic and biometric details. However, at
that point, the new biometric details and image details will be
compared and if its similar users have access to the system
otherwise users will have to start the process again. The
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gathered data will be stored in a chain. Each person will have
separate data storage and access data individually when
needed. Moreover, the developed system will be having an
election authorization algorithm that will facilitate when the
elections are taking place. When the admin users create
location-based elections, only the location-based registered
voters will be eligible to vote. However, they will be able to
either go to any voting station and do the voting or they can
use their mobile phones and do the voting. However, we have
created a QR method for mobile voters which will be used to
authorize the users. Moreover, the system super admin
functionalities should be handled through a super admin
function. And the super admin functionalities will also be
handled and created through web-based technologies.

B. Weather-based voter attendance predictor using ML

!
:
£
t3

Figure 03: Weather-based voter attendance System Diagram

First Admin / Gramasewaka or the Election Officer logs in to
the web application. And redirected to the admin dashboard.
Admin enters the longitude and the latitude using the User
Interface (Ul). After the data inputs, it will pass to the system
as two parameters. The request will be sent with the two
parameters to the OpenWeather Application. The Open
Weather web service offers global weather data through API,
including real-time weather information, forecasts, nowcasts,
and historical weather information for every place. For any
place, the firm offers a minute-by-minute hyperlocal
precipitation forecast. So once the API request is sent the
response will be sent back from the Open Weather web
service to the system. The System will store the response data
as variables in a JSON format. The data received as the
response are visibility, humidity, temperature, wind Speed,
and cloudiness. These variables are passed to the model and
the model analyzes the variables and gives a prediction of the
participant count.

C. Election violence predictor using ML

This section describes the process followed to make the e-
voting system a reality and the process followed to implement
the predictive model for election violations. We have followed
the agile methodology throughout the development of the
system. Before starting the project, we did research to identify
the major problems of the elections in Sri Lanka. We have
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found that most of the problems are with the high cost and the
less security. Then we listed down the major problems in these
specific areas and found out that election violation is a major
problem in the current election system. As a solution, we
decided to develop a model to predict election violations for
each area using historical data. From that, the upper
management of the election can take decisions according to
the high-risk areas.

After deciding on the predictive model as the solution, we did a
literature survey on the available research. Then we listed the
drawbacks and the shortcomings of the selected research. With
including the solutions for the found drawbacks we designed
the model. Then we did a feasibility study for the election
violation prediction. Then we focused on gathering functional
and non- functional requirements of the system. After
gathering requirements, We developed a high-level
architecture diagram of the system. Then | started developing
the predictive model for election violation based on the
warehouse data for each area.

First, we did a literature survey to identify the best predictive
algorithms from predictive models. Then we started the
implementations of the automated predictive feature and then
started the manual prediction feature. For that we trained the
model, then tested and evaluated models. Finally, we
implemented some parts of the interactive dashboard as a web
application.

IV. RESULTS AND DISCUSSION

The following material has been separated into four sections
for the reader's convenience. As a result, the parts that follow
will expound on the mechanism process considering the
research. Sections should be read in order.

A. Data gathering

a) 10T

The data gathering part will take place initially when the
“Gramasevaka” uses the given application to fill in the
information. In this step, we are taking the fingerprint and user
images and save them into the DB. User NIC number will work
as the primary key while fingerprint and the image details
together will be used forauthorization

b) ML Based Vote result predictor Data sets

We will be collecting the previous voting results sheets and
the attendance at the different voting stations during different
times of the day.

c)  Weather-biased voters attendance predictor

We will be collecting the previous voting station attendance
data sets and the weather reports of those specific dates in
those specific areas.

d) Election violence predictor
As a solution, we decided to develop a model to predict
election violations for each area using historical data. From
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that, the upper management of the election can take decisions
according to the high-risk areas.

B. Training and testing data

a) 10T

Data will be manipulated using algorithms. This data will be
used to specifically identify and access the electoral despite of
the voting station or even when using mobile voting.

Testing has been divided into several sprints. where web-
based testing, 10T testing, and actual expert testing take place.

b) ML Based Vote result predictor Data sets
Testing has been divided into several sprints. where web-
based testing, ML testing, and actual expert testing take place.

c) Weather-biased voters attendance predictor

When considering the datasets, the main inputs required for
this component are visibility, humidity, temperature, wind
speed, and cloudiness which contain the requirements that the
participant count depends on the above factors. The prepared
data set contains 500 records. The figures below show the
Data Set prepared to train the model.

Testing has been divided into several sprints. where web-
based testing, ML testing, and actual expert testing take place.

d) Election violence predictor
Testing has been divided into several sprints. where web-
based testing, ML testing, and actual expert testing take place.

C. Data Pre-processing

a) 10T

This will be taking place after all the data has been taken into
the DB. From the DB, by using a simple algorithm we will be
categorizing the users into area-specific groups which will be
used when an election takes place. From the user table, we
will be authenticating the users by the biometric process when
it comes, they visit the polling stations. For mobile voters, we
will be sending an election- specific one-time-only QR code
that can be used as authorization to vote.

b) ML Based Vote result predictor Data sets

The predictive model should contain a variety of various
elements that have the potential to affect future behavior or
outcomes. The first step is to sample the data using a suitable
sampling strategy from the data mart or data warehouse. This
requires the use of stratified sampling or randomized statistical
sampling, such as cluster sampling. The system must produce
the Test Set, Training Set, and Holdout Set using those
procedures

c) Weather-biased voters attendance predictor

Considering the model implementation, we used Random
Forest Regression. It is a supervised learning technique called
Random Forest Regression that leverages the ensemble
learning approach for regression. The ensemble learning
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method combines predictions from various machine learning
algorithms to provide predictions that are more accurate than
those from a single model. The tree is built at random
throughout the learning process. Every tree contains an
internal node where the classification and characteristics of
each leaf node are decided.

d) Election violence predictor

There are three main functions that occur while developing the
Predictive Model. They are,

e Data Sampling

e Factor Analysis

e  Pattern Recognition

The predictive model should contain a variety of various
elements that have the potential to affect future behavior or
outcomes. The first step is to sample the data using a suitable
sampling strategy from the data mart or data warehouse. This
requires the use of stratified sampling or randomized statistical
sampling, such as cluster sampling. The system must produce
the Test Set, Training Set, and Holdout Set using those
procedures

D. Feature Extraction

e) 10T

It is planned to combine 10T and the user image details into
one specific image ID that will work as one individual image
which will be used in the authentication process while using the
user data to be integrated with all the other users.

f) ML Based Vote result predictor Data sets

We are planning to use this information on pre result prediction
module that can be used to monitor different aspects when it
comes to sports and other winning prediction technologies.

g) Weather-biased voters attendance predictor

The goal is to advance the system to a point where this can be
developed in a way where we can predict people’s attendance
at different events depending on the weather.

h) Election violence predictor

The goal is to improve the system to a point where we can use
it to track domestic violence and other sorts of violence where
police and other organizations can take precautions in red-light
areas.

V. CONCLUSION AND FUTURE WORK

The proposed system which consists of an automated election
management system will facilitate any government in cost
reduction, timesaving, and making the process easier while
benefiting the ease of access to the community. The system
can facilitate the features to minimize the risk of fraud and
external hacking and unauthorized actions. While machine
learning predicts the important aspects of predictions not only
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can be used for this system but also for different aspects as
well. Such a system has huge potential in the business aspect as
well
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